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Abstract
DHT basedPeer-to-Peer (P2P) algorithmsare very promising
for their efficientroutingperformance. However, mostcommer-
cial P2PsystemsdonotadaptDHT algorithmsandstill usecen-
tral facilities or broadcastingbasedrouting mechanisms. One
reasonimpedingthe DHT algorithm popularity is the routing
informationmaintenance overhead in DHT algorithms,it gen-
eratesconsiderable network traffic and increases P2P system
complexity, especiallyin a highly dynamic environment.In this
paper, we discussits effectson DHT routing performance and
proposeour solutionto reducethis overhead.

1 Introduction
A lot of researchpapersdiscussedthe DistributedHashTable
(DHT) basedP2P routing algorithms(Chord [1], Pastry [2],
Tapestry[3] andCAN [4]). Although usingDHT basedalgo-
rithmsis a very promisingapproach,a lot of difficult problems,
suchasrouting informationmaintenance,storagemanagement,
fault toleranceandsecurity, impedetheir popularityon Internet.
Until now, DHT algorithmsarenot widely usedin commercial
systemsyet, mostP2Pfile sharingsystemsarestill usingnon-
structuredP2Pmechanisms.

A big issuein currentDHT basedP2Palgorithmsis thehigh
overheadof maintainingDHT routing datastructures.Whena
nodejoins/leavessystem,theaffecteddatastructureonsomeex-
isting nodesmustbe updatedaccordingly to reflectthechange.
For nodeswhich join/leave the systemfrequently, systemwill
generatea lot of routing information updatetraffic. It is not
only increasethebandwidthconsumption, but alsoaffect theef-
ficiency of DHT basedroutingalgorithms.

The rest of the paper is organizedas follows. In Sec-
tion 2, we briefly analyzethe maintenance overheadin DHT
algorithms. We presentour solution in Section3. The related
work is discussedin Section4. Finally, in Section5, we con-
cludeour proposalandgive thefuturework.

2 DHT Maintenance Overhead
In DHT basedP2Psystems,a routing procedure can be sat-
isfied fast and efficiently. To achieve this purpose,eachnode

mustmaintaincertainamountof routing information.As nodes
join/leave system,theroutingdatastructuremustbecreatedon
the nodesor the affectedrouting information on several other
nodesmust be modified accordingly. To make systemwork
properly, eachnodeperiodically sends“hello” messagesto its
neighborsto checktheir availability. Clearly, DHT algorithms
achieve betterrouting performancethannon-structuredP2Pal-
gorithmsat the cost of increasingsystemrouting information
maintenanceoverhead.

In a large-scaleP2Psystem,this overhead canbe high, es-
pecially in a dynamicenvironment, systemgeneratesconsider-
able routing maintenance traffic. Whensystemdetectsa node
joins, it will sendupdate messagesto all affectednodes.How-
ever, for a frequentlyjoin/leave node,after the affectednodes
modifiedtheir routinginformation,it mayleavesthesystemand
thesystemneedto sendnodeleave messagesto all thesenodes
to updatetheir routing informationagainwhich causesa rout-
ing informationthrashingproblem. Sincesubstantialusersuse
unstabledial-upconnections[5], this is abig problemwhichde-
creasesDHT systemroutingperformance.

3 Proposed Solution
CurrentDHT systemdesigndid not payenough attentionon the
diversityof systemnodes.Althoughtheprincipleof P2Psystem
is theequaltreatmentof all systemmembers,peershave differ-
ent behavior andhave differenteffect on systemperformance.
Somepeersarepowerful andstablewhich canmake morecon-
tributionsthanotherpeers,someotherpeersonly increasemain-
tenanceoverhead without contributing much.

As wementioned, in DHT algorithms,whenanodejoinsthe
system,the corresponding routing informationmustbe created
on it andaffectedrouting tableson othernodesmustbe modi-
fied. As a nodeleavesthe systemor a nodefailure occurs,the
affectedrouting information on somenodesmust be updated.
For heavily dynamic nodes, systemmaintenancework is use-
less. On the otherhand, for relative stablenodes,systemhas
no muchmaintenancework to do. Our purpose is to usestable
nodesto take mostsystemworkloadandreducetheDHT algo-
rithm maintenanceoverhead.

We evaluatethe availability of eachnodeduring the time
it joins the system.We preferto addstablenodesinto routing
datastructuresinsteadof frequentlyjoin/leave nodes.A simple



schemeis usedto measurea node’s availability. Eachnode has
anaverage live timetableALT to maintainthedurationa node
stayin the system.An ALT tablehas10 entrieswhich records
the durationsfor the most recent10 appearances. If the table
has10 recordsalreadywhenit joins thesystem,thevaluein the
oldestentrywill beevictedfrom thetable.An AverageDuration
TimeT is usedto recordthe averagevalue. To addresssudden
nodefailure problem,the nodeupdatesthe presentALT entry
every 1 or 2 minutes. Thuswe canhave a proximateaccurate
valueeven in caseof a nodefailure. Anothermethodis to let
oneof its neighbornodesto performthis task. Sinceneighbor
nodesmustexchange“hello” messageperiodically amongthem,
this work doesnot bring extra overhead.

In our proposal,eachentry in routing tablesalsorecordsT
for that node. In casea new nodejoins the system,beforean
affectednodemodify its routing table, it comparesT valueof
this newly addednodeandthenodein theaffectedentry. If the
new node hasa higherT, the entry will be updated, otherwise,
nothingis done.For anodewhich joinssystemfor thefirst time,
its T is setto 0 andit is unlikely to beaddedin routingtables.

In our system,the currentnodes in routing tablesarerela-
tivestable.Anotherstrategy to reduceroutingtablemaintenance
overheadis delayedupdate.Becausea largeportion of routing
failuresis causedby temporalproblemssuchasnetwork con-
gestion,many of them may be recovered in a short time. In
original DHT design,during a routing procedure, if thecurrent
nodecannot get the responsefrom the nodeof thenext routing
hop,it assumesthatnodeis fail andtheaffectedentryin its rout-
ing tableshouldbereplaced. In oursolution,weassumemostof
theseproblemsarenot therealnodefailure,systemchecksT of
thenodein thatentry, if it is largethana certainthreshold(e.g.
30 minutes),we only markthis entryaspossiblefailure anddo
not replaceit. Whena new requestcomesnext, this entry still
canbechosen,only if there’sacertainnumberof failureoccurs,
webelievethisnodeis fail andbegin thereplacementprocedure.

An entryin aroutingtablemayalsobeupdatedwhenanode
detectoneof its neighbor nodeis fail. Sinceneighbor nodesex-
change“hello” messagesperiodically, anodeN candetectafail-
ureof its neighborwithin a shorttime. If thefailednodeF has
a high T, which meansF is relative stable,nodeN will broad-
cast this messageimmediatelyand the affectedrouting tables
areupdated. If nodeF hasa low T, N will checkit againseveral
times,only in casecertaintime (e.g.30 minutes)passed,N will
broadcast thenodefailuremessageto theothernodes. Sincethe
original DHT designdo a lot of uselessmaintenance work for
frequentlyjoin/leave nodes,our strategy caneffectively reduce
this overhead.

4 Related Works
Compareto the non-structuredP2Psystems[6, 7], DHT algo-
rithms cangreatly improve systemrouting performance at the
cost of routing information maintenance. All the DHT algo-
rithms have a well-designeddata structureand routing algo-
rithm to achieve this goal.However, DHT algorithmsarestill in
the preliminarystage,a lot of issuesstill needto be addressed.
CurrentDHT researchesarestill concentratedon improving the
routingperformance, theDHT datastructuremaintenanceover-

headand its effectsarenot well consideredandevaluated. In
thispaper, we analyzethis problemandproposeour solution.

Usingsupernodesin P2Psystemsis a hot researchtopic re-
cently [8, 9, 10, 11]. In thesesystems,the powerful nodes are
selectedassupernodesand take most systemtasks. By creat-
ing another supernodeoverlaynetwork onexistingP2Pnetwork,
theroutingtaskscanfinishedmuchfaster. Our approachcanbe
viewedasthesimilarstrategy, thesupernodesaregenerallystay
longer time thanother nodes. However, thesesystemsdo not
addresstheDHT maintenanceproblem,theroutinginformation
still needto beupdatedeachtime a nodejoin/leave thesystem.
Our approachcanreducetheoverheadby preventingfrequently
join/leavenodes to pollutesystemroutinginformation.

5 Conclusion and Future Work
In this paper, we discusstheroutingdatastructuremaintenance
problem in DHT basedP2Palgorithm and propose the solu-
tion. Our work is still in earlystage,in the future,we will per-
form quantitative analysison DHT routingdatastructuremain-
tenanceoverhead, designanoptimalnodeavailability measure-
mentmechanismandroutingtablemaintenancestrategy, andwe
will alsoconduct trace-driven simulationsto evaluatethe effi-
ciency of our solution.
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